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III.   Purchasing Card Industry (PCI) Compliance Procedures 
These procedures are issued by the Director of Business Management (Finance Officer) to implement the Purchasing Policy, BMD-02, issued by the Chapel Hill Town Manager.  These procedures may be periodically updated.
  
I. Regulatory Context

The Payment Card Industry Data Security Standard (PCI-DSS) is a set of comprehensive requirements for the protection of credit card payment related data. The standard applies to all organizations that store, process, or transmit credit card data. 
As an organization that accepts credit cards as payment method, the Town is required to comply with the PCI-DSS.  PCI-DSS includes technical and operational requirements. Adherence to the PCI-DSS standards protects the Town’s customers, reputation, and limits financial liability including fines imposed by the payment card industry, remediation costs, legal fees and the suspension of Town merchant (banking) accounts. 
The Town is required to meet to these standards as a participant of the North Carolina Office of the State Controller’s merchant agreement (NC OSC: PCI Data Security Overview).

II. [bookmark: forms]Payment Card Industry Standards

PCI-DSS Version 3.2 Requirements - The following list communicates the full scope of the compliance requirements.
[image: ]
PCI-DSS Requirements and Security Assessment Procedures Version 3.2: https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2.pdf

PCI-DSS Quick Reference Guide Version 3.2: https://www.pcisecuritystandards.org/documents/PCIDSS_QRGv3_2.pdf

III. [bookmark: Responsibilities]RESPONSIBILITIES

These procedures apply to all employees who have access to or could impact the security of payment card data, including but not limited to:

A. Type 1 Department: Has staff who collect, maintain, or have access to cardholder data. This includes full-time, part-time, and program support employees. The Town’s merchant accounts (Town bank accounts) and equipment such as payment kiosks are used. 

Examples of Type 1 activities include collecting payments through an unmanned kiosk at the Library or a payment machine operated at a front desk of the Town that is directly linked to a Town bank account.

B. Type 2 Department: Has staff who contract with service providers (third party vendors) with whom cardholder data is shared or that could affect the security of cardholder data. The Town’s merchant accounts (Town bank accounts) are used. 

Examples of Type 2 activities include parking meters, or other payment applications on the web that are directly linked to Town bank accounts.

C. Type 3 Department: Has staff who contract with service providers (third party vendors) who process credit card payments on behalf of the Town. The Town’s merchant accounts are not used. 

Examples of Type 3 activities include contracted services that collect money on behalf of the Town and provide the Town with a check payment for the revenues. Examples include Cry Wolf and Fire Recovery payment services.

D. All Employees are expected to: 
a. Be aware of whether their position includes transactions that directly or indirectly (Through the purchase of payment software, for instance) involve the exchange of payments and/or customer data.  
b. Ask questions about anything they do not understand

E. All Supervisors/Managers are expected to:
Clearly identify which staff have responsibilities associated with the exchange of payments and/or customer data and periodically review associated policies, procedures, and other requirements with those employees.

F. All Department Heads are expected to:
Communicate with Business Management in advance of any proposed changes in software, payments, job responsibilities, and procedures related to payments.
G. All Human Resource Development staff members are expected to: 
a. Provide guidance for employees and managers on training expectations 
b. Assist Supervisors with clear job descriptions or performance evaluation methods to identify which employees are impacted by these procedures.
H. Technology Solutions: Staff who are responsible for configuring and protecting Town systems within the cardholder data environment (CDE).

I. Finance Officer: The Finance Officer has oversight responsibility for these procedures and will approve appointments of the PCI Department Coordinators.

J. PCI Compliance Coordinator: The Financial Systems Administrator, who, under the direction of the Finance Officer, is responsible for staying current with changes to PCI-DSS requirements, suggesting updates to these procedures, coordinating training of department staff, and serving as point of contact for PCI department coordinators with regard to assessments or other PCI compliance issues.

K. PCI Department Coordinators: Representatives within departments who are responsible for ensuring that their department has procedures in place to comply with PCI and data security requirements. They will ensure that all departmental personnel with access to credit card data receive appropriate training; and read, acknowledge, and agree to adhere to this policy and procedures. The PCI department coordinator will also be responsible for assisting in completing the annual self-assessment questionnaire as required. Appointments of PCI Department Coordinators must be approved by the Finance Officer.

L. Information Security Officer: The Systems & Support Manager in the Technology Solutions department, who ensures that Town systems within the cardholder data environment are properly configured and protected. Additionally, they will ensure that Information Security policies are not in conflict with PCI Compliance policy and procedures.

IV. INSTRUCTIONS

The following are required to achieve compliance:
	
	Requirements for all Departments accepting payment cards

	Training
	Coordinators and staff must be familiar with and adhere to the PCI-DSS requirements of the PCI Security Standards Council.
Staff are prohibited from processing credit card payments on behalf of the customer.

	PCI Department Coordinator
	Assist in completing the annual self-assessment questionnaire
Assist with developing appropriate departmental policies and procedures for payment card processing, storage, and destruction of card data in coordination with Business Management and Technology Solutions.

	Storage of Data
	Paper documents containing payment card data are prohibited.
Payment card data must not be stored on any electronic device. This includes Town network servers, workstations, laptops, tablets and cell phones.
Payment card data must not be transmitted via email.

	Software and processing systems
	Departments are expected to consult with Business Management and Technology Solutions before purchasing or implementing any payment systems, software that integrates with a payment system, or software that has a payment component.

	Equipment
	A list of card readers and card processing terminals must be maintained and updated as needed by PCI Department Coordinators. 
Payment card readers and processing terminals must be PCI compliant devices.

	Approvals
	The Town’s Finance Officer must review and approve any new payment process, change in process (electronic or paper), or use of merchant accounts for processing payment card data.



	
	Additional requirements for Type 1 Departments

	Training
	New employees must receive PCI training when they are hired.
All employees must receive annual PCI training.

	Clear Job Expectations
	Job descriptions for employees with access to credit card data should reflect this access and include related data security requirements.
Access to the cardholder data environment must be restricted to only those employees with a need to access. Physical controls must be in place to protect the cardholder data environment.

	Equipment
	Terminals/readers must be routinely examined at least monthly by the PCI Department Coordinator and their staff for evidence of tampering. Any evidence must be brought to the attention of the Town’s PCI Compliance Coordinator.



	
	Additional requirements for Type 2 and 3 Departments

	Third Party Vendors
	Must be approved by the Finance Officer or their designee



	
	Additional requirements for Technology Solutions

	
	To Be Developed



V. Third Party Vendors (Processors, Software Providers, Payment Gateways, or Other Service Providers)
A. A valid contract is required for third-party vendors who possess, store, process or transmit cardholder data on behalf of the Town, or could impact the security of the Town’s cardholder data environment. This contract must include specific clauses for PCI Compliance and Data Security. (LINK)
B. Third-party vendors must meet PCI security standards and provide proof of compliance and efforts at maintaining ongoing compliance annually.
C. Information must be maintained about which PCI-DSS requirements are managed by each third party provider and which are managed by the Town.
D. See Appendix _ for list of current approved Payment Processors. (LINK)

VI. Failure of Compliance
A. Failure to comply with these procedures shall be addressed through the Employee Performance, Management, and Development System (EPMDS).
B. Town employees who violate this policy and procedures cannot process payment card transactions or have access to the Town’s cardholder data environment.
C. If a payment system is found to be in violation of the PCI-DSS or is suspected of a data breach, the Finance Officer may suspend a Department’s payment system until the situation is satisfactorily resolved.
VII. Self-Assessment & Network Scans
A. The PCI-DSS Self-Assessment Questionnaire (SAQ) is to be completed annually. Anytime a payment card related system or process changes, the SAQ should be updated to reflect the changes.
B. Perform internal network scans quarterly.
C. Perform external penetration tests annually.
VIII. Training
Annual employee training programs will be offered to train employees on PCI-DSS and the importance of compliance. This will be made available by the Town’s PCI Compliance Coordinator or the Information Security Officer. PCI Department Coordinators must ensure that employees with access to cardholder data within their departments take part in annual PCI training and that all new employees within these departments take part in PCI training upon hiring.
IX. Data Security Breaches
In the event that cardholder data or the cardholder data environment is compromised or suspected of being compromised, the Town’s Data Security Breach Response Plan will be put into effect. (LINK)
X. Responsible Parties
The Finance Officer is responsible for these procedures and shall notify the Executive Director for Technology and applicable Department Heads of any changes. The Finance Officer will be assisted by the Assistant Director of Business Management, Financial Systems Administrator, and Information Security Officer as needed.
XI. Enforcement
The Financial Systems Administrator (Business Management) and the Systems & Support Manager (Technology Solutions) will oversee enforcement of the policy. These individuals will investigate any reported violations of this policy, lead investigations about credit card security breaches, and may terminate access to protected information for any users who fail to comply with the policy. They will be assisted by the Finance Officer, Executive Director for Technology, and the Assistant Director of Business Management as needed.

XII. [bookmark: Definitions]DEFINITIONS
Merchant Account - A relationship set up by the North Carolina Office of the State Controller and Business Management between the Town and a bank in order to accept credit card transactions. The merchant account is tied to general ledger accounts to distribute funds appropriately to the revenue streams for which the account was set up.
Primary Account Number (PAN) - the payment card number (credit or debit) that identifies the issuer and the particular cardholder account. It is also called Account Number.
Payment Card Data - Full magnetic stripe or the PAN plus any of the following:
· Cardholder name
· Expiration date
· Card Security Code
PCI-DSS - Payment Card Industry Data Security Standard
PCI Security Standards Council - Maintains the PCI-DSS. Defines credentials and qualifications for assessors and vendors.
Self-Assessment Questionnaire - a validation tool used by merchants to demonstrate compliance to the PCI-DSS.
Cardholder Data Environment (CDE) - computer system or networked group of systems that processes, stores, and/or transmits cardholder data or sensitive payment authentication data. A CDE also includes any component that directly connects to or supports this network.

XIII. [bookmark: AdditionalContacts]ADDITIONAL CONTACTS:

Business Management Department	919-969-5021 or finance@townofchapelhill.org
[bookmark: _GoBack]Technology Solutions department	919-968-2872 or ts@townofchapelhill.org

XIV. [bookmark: Appendices]APPENDICES:  List of Approved Payment Processors 

XV. [bookmark: FAQ]FREQUENTLY ASKED QUESTIONS:    TBD 

XVI. [bookmark: PolicyHistory]POLICY HISTORY:  First issued January 1, 2018 

This policy replaces and supersedes any previous Town policies, departmental policies, handbooks, or unwritten policies or practices covering the same subject.  Departmental policies in compliance with this policy are referenced in Section XI below, Related Information.     In the event of any disparity between this policy and the Town’s Code of Ordinances and/or applicable local, state, or federal laws, the Town’s Ordinance and/or applicable laws shall prevail.    
Approved by Kenneth C.  Pennoyer, Director                                            BMD-02 Purchasing Policy (to be developed) [image: ]


Business Management                                                                                Issued January 1, 2018 
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PCI Data Security Standard - High Level Overview
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