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[bookmark: policy]POLICY
The Town provides and uses technological resources to support its mission of providing timely and efficient services to our customers.  





[bookmark: purpose]PURPOSE

 Appropriate use of technology protects the Town and its employees from risks that could harm systems, compromise data, and interrupt services.    Additionally, the Town must assure that its technology resources are not used for activities that violate local, state, or federal laws or regulations. 

In support of the Town’s values of Professionalism and Safety, this Policy applies to any user of Town technology resources and applies at all times and all places.  The Town’s Chief Information Officer and the Town’s Director of Human resources are authorized to issue procedures consistent with this policy.  
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APPROVAL

Roger L. Stancil, Town Manager
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[bookmark: procedures]PROCEDURES

These procedures are issued by the Town’s Chief Information Officer to implement the Appropriate Use of Technology Policy, TS-02, issued by the Chapel Hill Town Manager.  These procedures may be periodically updated.  
A. Background: This Policy covers the use of all Town technology and these procedures delineate acceptable uses of Town technology resources and specifies certain prohibited uses.  Use of technology resources should be consistent with Town policies, applicable laws and job responsibilities.
Inappropriate use of technology exposes the Town and its employees to risks including but not limited to technology viruses and malware infections, compromise of network systems and services and possible loss or corruption of data.  
Town technology resources enable the employees of the Town to provide services to its citizens in a timely, efficient, and effective manner.  Any use or action that interferes with this purpose is prohibited.  Because technology resources are constantly evolving, this Policy illustrates the range of acceptable, unacceptable and prohibited uses of Town technology resources and is not exhaustive.  
The Town maintains additional procedures to protect the security and proper maintenance of the Town’s technology infrastructure.
Other guidance related to Appropriate Use of Technology:

















	Name of associated procedure, guideline, or manual
	Description
	Status

	Technology and Data Security Policy
	Establishes policy-level expectations for data security Town-wide
	TBD

	Technology Incident Response Procedure
	Supports technology and data security policy with specific responsibilities and actions
	TBD

	Data Security Breach Response Plan
	Outlines responsibilities and actions in event of a data breach
	TBD

	Data Security Red Flags Checklist
	Supports Breach Response Plan 
	TBD

	Security camera Policy
	Governs use of security cameras on Town property
	TBD
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B.  Connection to Town Code of Ordinances: Abuse of Town Technology that impacts performance may violate 14-115 Unsatisfactory Job Performance or 14-116, Detrimental Personal Conduct.

C. Training: Training on the proper use of the Town of Chapel Hill technology resources may be provided either by the Technology Solutions Department or by an employee’s department.  In some cases, training is required prior to the employee receiving the technology resource.

D. Ownership and Privacy:

1. Ownership: All Town technology resources, all information and all records transmitted by, received on, captured by, or stored on technology resources are the property of the Town of Chapel Hill.

2. Information Access and Monitoring:  The Town has the right at any time to monitor, audit, and inspect an employee’s use of town technological resources. Town technological resources are subject, without advanced notice to being accessed, entered, reviewed, audited, recorded, inspected, logged and copied by the Town Manager or the Manager’s designee(s).  Department Directors and Executive Directors are hereby designated as Town Manager designees for matters involving their employees.  Access and monitoring might be undertaken for any reason, including, but not limited to:

· Locating work related records or information, 
· Monitoring workflow and productivity, 
· Monitoring employee performance and conduct, and
· Investigating impropriety, theft, suspected violation of Town policies and procedures, illegal activity, and breaches of Town security systems.

3. Public Records: Information that is stored on or transmitted to or from Town technological resources may be subject to disclosure pursuant to the North Carolina Public Records Law.  

4. No Privacy or Confidentiality: Users of Town-owned technology should have no expectation of personal privacy when using the technology.  The Town does not guarantee the confidentiality of user information stored on Town technological resources.  If web-based email accounts are accessed on Town technological resources, they are subject to this Policy.

5. Incidental personal use: Town employees will use Town technology resources for Town business purposes.  Incidentally, limited personal use of Town technology resources may be allowed but is subject to job performance standards.

6. Supervisor may not waive: This Policy may not be waived or modified except as set forth in these procedures.  No supervisor of the Town may, by word or action, waive any provision of this Policy.































7. Failure to monitor: The failure of the Town to access and monitor technological resources in any situation or at any time is not a waiver of the Town’s right to access and monitor use.

E. Technological Use

1. Prohibited Uses: Employees are expected to use Town technological resources responsibly, professionally, and respectfully. Unless otherwise authorized in the performance of a particular job duty, Town technological resource prohibited uses include, but are not limited to:

a. Inappropriate Content:  Employees will not use any Town technological resources to view, send, receive, or store any electronic information that would tend to discredit or compromise the integrity of the Town or its employees.  Examples of prohibited content include material that would violate the Town’s Serious Incident, Harassment and Workplace Violence Policies or other related policies.

b. Defaming Activity:  Unauthorized use of technology that violates or infringes on the rights of others including the right to privacy and/or defamation of others is prohibited. 

c. Illegal Activity:  Town technological resources must not be used for purposes that constitute illegal activities or encourage illegal activities.
2. Web Based Storage: Employees will not send, copy, email or store any Town records, reports, videos, audio and any other data or file to an unauthorized web-based storage medium.  This includes but is not limited to Drop Box, Microsoft OneDrive, Google Drive, or any web-based email or storage provider that has not been approved by a Department/Executive Director in consultation with Technology Solutions for specific purposes and under specific conditions.

3. Accessing another employee’s data: Unauthorized examination, modification, copying, or deletion of files and/or data belonging to an employee other than themselves without their prior consent is prohibited.

4. Software installation and upgrades: Employees may not install or upgrade any software from any source either internal or external without the prior approval of Technology Solutions.

5. External media: Employees may not connect, attach, insert or play any unidentified or suspicious media on Town technology resources.

6. Transmission of confidential information: Confidential and protected information is defined in State Statute.  No confidential or protected information may be transmitted electronically without the prior approval of the Town Manager or their designee.  
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a. If an employee is uncertain whether information is confidential, err on the side of caution and obtain approval before transmitting.

b. Confidential information, if approved to be transmitted, shall be encrypted or files being transmitted shall be secured with a password.  Procedures for protecting transmission are available from Technology Solutions.

7. Disposal: All unassigned, unallocated, or otherwise unneeded Town technology resources must be disposed of safely and securely.  The disposition of all surplus Town technology resources is the responsibility of the Department’s Surplus Designee in cooperation with Technology Solutions. 

8. CIO Approval: The Chief Information Officer must approve the use of technology resources on Town network or related infrastructure prior to initial use including uses such as, but not limited to subscriptions to cloud-based services, and other purchases of software services and equipment.

F. Use of Email

1. Public Records: Email communications may be subject to public disclosure and employees should not presume any expectation of privacy. Email messages transmitted through the Town email system or using the network are the property of the Town and are subject to inspection at any time.

2. Attachments: Employees will not open suspicious or executable attachments to email messages as such attachments may damage equipment and compromise the security of the computer and network.  Executable files include but are not limited to the following file extensions: .exe, .pif, .scr, .vbs and .zip. Suspicious PDF attachments, Microsoft Word attachments and any clickable links sent via email from an unknown sender should never be opened or clicked on.

G. Security

1. Town computer systems and network security must be maintained at all times.  Employees who use Town technology resources must have a valid user ID and password (credentials) whenever required.  Users are responsible for safeguarding their own credentials and computer access and shall not let another person use their credentials or access.  Users are directly accountable for all activity connected to their user ID.  Users must take all reasonable precautions, including but not limited to, safeguarding passwords, maintaining reasonable physical security around Town computer equipment, and locking or logging off unattended workstations.  Employees must not leave a PC or laptop unattended without first logging off or locking the computer.
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2. Passwords: Passwords should be memorized and not written down unless kept in a secure place.  Passwords must be changed at any time a user believes their password has been compromised.  Credentials that become lost, stolen, or misplaced must be reported to their department head and Technology Solutions immediately.  Lost ID badges must be reported to the Human Resource Development immediately.

3. Reporting problems: Employees who identify or perceive an actual or suspected security problem shall immediately contact the Technology Solutions Help Desk.

H. Generative Artificial Intelligence Procedures

Generative artificial intelligence (AI) systems are quickly becoming available, and we recognize the interest in using such systems to conduct Town business.  

Since the field is emergent and rapidly evolving, the potential policy impacts and risks to the Town are not fully understood. Use of generative AI systems, therefore, can have unanticipated and unmitigated impacts. 

These procedures are intended to minimize issues arising from the use of this technology as we seek to implement them responsibly. 

1. Background and Definitions - Generative AI refers to a class of AI systems that can generate content, such as text, images, video, or audio, based on a set of input data rather than simply analyzing or acting on existing data. Popular generative AI systems include GPT-4, ChatGPT, Bard, Dall-E, and Lensa AI among many others. 

Generative AI technology is rapidly being incorporated into common online tools, such as search engines. These systems have the potential to support many Town business functions and services, however, their use also raises important questions, particularly around the sourcing of training data, ensuring proper attribution of generated content, and the handling of sensitive or public data. 

Further research into this technology may uncover issues that require more restrictions on its use. 

2. Software Acquisition and Use 

a. Software - All software services, even if they are free or part of a pilot or proof-of-concept project, must be acquired by following the Technology Governance Policy procedure. This ensures the software receives all necessary reviews and considerations.  
 
This requirement applies to downloadable software, Software as a Service, web-based services, browser plug-ins, and smartphone apps. 

b. Creating an account: If you want to create an account with a generative AI service or otherwise use generative AI systems to perform work-related tasks, submit a Technology Business Case request for software.  

c. Existing services and products: You do not need permission to use generative AI technology that is incorporated into existing services and products that have already been approved by the Technology Steering Committee.  You do need to follow the AI Use Guidelines. For guidance on translating Town materials using AI, please refer to the Town’s staff resources for language access.






























3. AI Use Guidelines  

a. Intellectual property: Content produced by generative AI systems may include copyrighted material. AI systems may be “trained” using data (text, images, etc.) that has been sourced from the internet without regard for copyright or licensing terms. It is extremely difficult to determine what content was used to train an AI system, and difficult to verify whether AI-generated content is wholly original or only a slight stylization of existing copyrighted material. Town employees are required to perform due diligence to ensure that no copyrighted material is published by the Town without proper attribution or without obtaining proper rights. 
 
b. Reduce bias and harm: AI systems can reflect the cultural, economic, and social biases of the source materials used for training, and the algorithms used to parse and process that content can be a source of bias as well. Employees should carefully review any content generated by AI to ensure that unintended or undesirable instances of bias, or even potentially offensive or harmful material, is changed or removed. 
 
c. Data privacy: Town employees must not submit any sensitive, confidential, or regulated data, or any personally identifiable data about members of the public, to a generative AI system. 
 
d. Public records: Employees should be aware of when the use of a generative AI system may result in the creation of a public record that must be retained under the State’s Public Records Act. The town’s Records Manager can be a resource to provide further guidance. 
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Acknowledgement Form





Chris Butts, Technology Solutions Director
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[bookmark: additionalcontacts]ADDITIONAL CONTACTS

Human Resource Development 919-968-2700 or HR@townofchapelhill.org
Ombuds office   919-265-0806 or Ombuds@townofchapelhill.org
Employee Assistance Program 1-800-326-3864
Technology Solutions   919-969-2020 








This policy replaces and supersedes any previous Town policies, departmental policies, handbooks, or unwritten policies or practices covering the same subject. Departmental policies in compliance with this policy are referenced in Section XI below, Related Information.
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1. Browser:  The software that an employee runs on their computer that serves up Internet sites. 

2. Electronic Messaging:  The distribution of messages, documents, files, software, or images by electronic means (including e-mail, text messages, social media, voice mail messages, etc.). 

3. Employee:  All Town employees, including program support, interns, temporary and part-time employees.  Volunteers and persons working for a temporary employment service (“temps”) are also subject to this Policy.

4. Employee personal computer or laptop:  Desktop computer or portable computer that is owned by the employee and is normally used at their home.

5. Internet and the World Wide Web: The computer servers, wiring, switches, and routers that make up the global system of interconnected computer networks that connect sites that are identified by a Uniform Resource Locator (URL).  The URL identifies where an identified resource is available.

6. Network:  A system by which many computers are connected. The Town of Chapel Hill has a network that allows access to authorized areas on a central storage device and to access printers and shared drives.

7. Social media:  Internet sites that share information with anyone that has access to the Internet, such as Facebook, Twitter, Myspace, Blogs, etc.

8. Software:  Any program that processes data for the user. This includes, but is not limited to, applications for spreadsheet and word processing, browser applets and screen savers. 

9. Town business:  The day-to-day operations of the Town of Chapel Hill, NC.

10. Town data repository:  Any applications, databases, data files, or any other computer-based information that belongs to the Town of Chapel Hill used for the purpose of conducting Town business;

11. Town Officials: All Town of Chapel Hill elected/appointed Town Council members and appointed board/commission, committee, and task force members.

12. Town personal computer or laptop:  Desktop computer or portable computer that is issued to an employee for completion of their assigned work.

13. Town technology resources:  All computer systems of any size and function, including equipment, attached peripherals, data, software and other resources that are owned, leased, used, managed, operated or produced by the Town of Chapel Hill.  The term includes, but is not limited to computer systems, software/applications, telephones, printers, copiers, scanners, cellular telephones, mobile communication devices, camera systems, faxes, voice mail systems, e-mail systems, user accounts, network resources, intranet, pagers, radios, data in any format and any network accessed by these systems including the Internet.  Systems hosting Town data which are located at third parties’ sites outside of the Town’s network and personnel with access to those systems are also subject to this policy.

14. Users:  Employees that use Town computers in their jobs to conduct Town business.


















	












All Employees are expected to: 
a) Be aware of the policy and periodically review changes to the policy. 
b) Ask for training on all new software, technology, or web-based tools.
c) Ask questions about anything they do not understand. 

All Supervisors/Managers are expected to: 
a) Be aware of the policy and periodically review changes to the policy. 
b) Recommend and accommodate employee training for technology and appropriate use.
c) Report any technology problems or concerns to their Department Head and the CIO

All Department Heads are expected to: 
a) Be aware of the policy and periodically review changes to the policy. 
b) Recommend and accommodate employee training for technology and appropriate use.
c) Report any technology problems or concerns to the Chief Information Officer.
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Issued January 1, 2018
Generative Artificial Intelligence Procedures issued August 2024
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TS-01 Technology and Data Security Policy
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ACKNOWLEDGEMENT FORM

                             Please complete all of the information below and submit this form to the Human Resource Development Department

I  					 acknowledge that I read and received a copy of the Town of Chapel Hill Technology Appropriate Use Policy.  I fully understand the terms of this policy and agree to abide by them. I understand that the Town’s security software may record for management use the internet address of any site that I visit and keep a record of any computer or mobile device activity in which I transmit or receive any kind of file.  I acknowledge that any message I send or receive will be recorded and stored in an archive file for management use.  I know that any violation of this policy could lead to disciplinary action, dismissal, or even criminal prosecution.
					                                            			    
Employee’s Department
					                                            			    
Employee’s Signature				Date

					                                            			    
Supervisor’s Signature				Date
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®
RESPECT

Safety: We strive to maintain our own mental and physical
well-being and the well-being of those around us. We are
dedicated to a work environment that minimizes risk of injury
or accident. We are also dedicated to an environment that
provides for honest and courteous discussion of workplace
issues without fear of repercussion.





image3.png
®
RESPECT|

Professionalism: We are committed to the excellence and
accountability of our own performance as well as the
performance of the organization. We carry out our jobs
efficiently and effectively, are open to feedback about our
performance and show a willingness to learn.
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